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The Problem

Large amounts of data are now, or soon will be
available:
— RouteViews, RIPE Archives, PREDICT, etc

The problem is no longer access to raw data but how to
extract useful information from the raw data

Need tools that can:

— Scale to large input datasets

— Provide useful data summarizations
— Are easy to use

— Provide useful information

BGP::Inspect

— Goal is to attempt to make it easier to use raw data from
archives such as RouteViews, by pre-processing, reformatting
and indexing the data



Outline

BGP::Inspect and BGPdb
— Architecture, Techniques, Algorithms

BGP::Inspect Interface
— Basic queries, Global Summarizations
— Detailed specific queries, AS/Prefix

Case Study 1 — The AS9121 Incident
Case Study 2 — Prefix Hijacking Example
Conclusions, Future Work and Discussion



BGP::Inspect

* Analyzing MRT Data:
— Large volumes of data ~RV-66G compressed

— Extracting useful information requires writing custom
parsers even for basic information

— Lots and lots of redundancy

* Approach:
— Preprocess RouteViews data
— Remove redundancy as much as possible
— Use data compression to the extent possible
— Build efficient indices to help queries

— Pre-compute and store commonly used statistics at
data load time not at query time

— Build easy to use interface



BGPdb

« BGPdb is the core of the BGP::Inspect
system

« BGPdb represents the pre-processed
database, which is queried by the
BGP::Inspect interface

* Provides some useful techniques that
maybe applied to processing other large
datasets not just BGP datasets



BGPdb — Techniques and
Algorithms

Removing redundancy from BGP datasets

— ASPATH, COMMUNITY, UPDATE Msgs are repeated
over and over, only time changes

Compressed-Chunked Files
— Compromise between size and usability

B+ Tree indices

— Indexing based on time, this enables fast time-range
gueries

Caching while processing input datasets

— Messages are repetitive, so keep cache of previous
processing for speedup



BGPdb — System Architecture

Prefix Indices

AS Indices

E?E

AS PATH




BGP::Inspect — Beta v0.2
http://weasel.merit.edu:8080

Dataset: Janl- March31 2005

- Bacrmalt

BGP::Inspect

« Example queries (per peer, 1,7,30 days):

*Most active AS’s
*Most active prefixes

*Prefixes with most OriginAS chang(_ Q @ @ [

*Raw Data Analysis(per peer)
*Prefix/AS, Time Range
sUniques prefixes by AS
*OriginAS changes for a prefix
*Time to run query
*More specific prefixes announced

-
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Start Time | Prefixes with the Most Origin AS Changes ag seen by Routeviews
End Time Peer: 4.68.0.243
Update Me: Prefixes with the Most Origin AS Changes
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BGP::Inspect Interface

[EE BGP=Inspect - Mozilla o ] 4

. File Edit ¥ew Go Bookmarks Tools Window  Help |

O @Q @ O |% http:/ fweasel. merit.edu: 5080f | m

BGP::Inspect ket

GGlobal Sunmary Q]],eries; (Flease select s RouteViews Peer, Duery Type and Time Interval)

Rnute'xfie\vuﬁ Peer: Giery Type: Duration:
T oy i o l_ad 1 Days
- Level 3
81 -A0L E F'n:flxm Mozt Snnounced E
228241 81 - Sprint Freti Wwithdranen
208.51.134 253 - Global % [+ Prefizes with Mozt 45 Changes

Subrrit Cluery

aw Data Analveis:  (Please select a RouteViews Feer, Query Type, &%/ Frefix, an e Cluery Time Range
Raw Data Analy Pl lect a Peer, Ouery Type, 45/ e Time Range)

Rnu’tn:- iewes Peer: Guery Type:
. ATT e B85
Level 3 Frefie-Enact
1281 -A0L Prefis-tore Specific
1 81 - Sprint

253 - Global ¥

Duery: (Ash or s.boo.dilen)

Ztart Date iQEI[IE Jan = 11 IDD :iDEI
End Date 2008 = B 1? 1] :iDEI

S ubrit Quemny l

| Copyright!c) Ment Metwork Ine.
| Copryright(c) University of Maryland
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Global Queries — Most Active ASes

[EBGP::Inspect—MozilIa -0l x| [ Mozilla (0] x|
. Fle Edit View Go Bookmarks Tools Window Help | . File Edt Wiew Go Bookmarks Tools Window Help |
G @0 @ G |% http:/ fweasel merit, edu: 3080/ | @0 0 @ O |% http:/fweasel.merit, edu: G080/ cgi-binfquery .cgi |
: |

RouteViews Peer: 12.0.1.63

Most Active ASes, Last 7 Days

Top 20 Most Active ASes:

Rank A5 Nurber AS Nanie Namber of Announcements
E 14848 NBCINT-3 HMBC Internat 929070
2 3921 GEMERS Gereral Electric Company HASA5E

1295 GENERA-Z General Ele Cornpary A30059

I

B185.1281 -A0L Prefizes Most Announced

144,228, 24181 - Sprint Prefixes Mozt Withdiawn 4 19981  HELLER-23 Heller Financial Inc. 189753
206,51.134.253 - Global % [¥] 5 71617 WARA National Archives and Records Administration 145706
6 23155 HARRIS-61 Harrisonville Telephone Company 136222
7 7018 ATTW AT&T Worldhet Services 51673
g 16581 THETIT-3 The Titan Corporation 42252
9 10968 CARGIL-9 Cargill Incorporated 32871
10 2386 ADCS-1 ATET Data Communications Services 30912
11 6318 CHECKF CheckFree Corporation 28170
120183 -ATT ) 1z 14060  WMC-16 Mational Metwork Corporation 26950
4.68.0.243 - Level 3 Prefis-Enact -
661851281 - A0L Prefis-tore Specific 13 12062 DECISI-34 Decision One 23737
144.228.241.81 - Sprint 14 50 GEMERA-2 General Electric Company 21255
208.51.134.253 - Global = [*]
15 24219 MNFI-AS-AP No Fuss Internet 19166
16 9529 BSML-MIE Mational Internet Backbone 15717
e LG SHHEICEn) 17 14689 AES-2 A.G. Edwards & Sons, Inc. 14085
I 18 306 DNIC DoD Metwaork Information Center 13628
19 27343 MONSA Monsanto 10252
SR G W Jan | IF: IF z0 3464 ASC Alabama Supercomputer Network 9544

|1_
End Date 2005 [Jan =[F o0 o0
Submit Cuery

Copyright(c) Mesit Metwork Ine.
Copyright(c) University of Maryland A ] ]

WB@B@ Drone ﬂlﬁ@/ WB@E@ Done ﬂ]ﬁf%




Global Queries: Most OriginAS Changes

[BE BGPzInspect - Mozilla

. File Edt Yiew Go Bookmarks Tools Window Help

I (=3 |l = Mozila

‘ o Fle Edit Yiew Go Bookmarks Tools Window Help

" Q @QG O [ hitp:fjweasel mert edu:nsn

BGP::Inspect

Glﬂbﬂl Sllll]lllﬂl‘V Qlle[‘ies: (Pleage select a RouteViews Peet, Ouety Type and Time Interval)

Route'views Peer:

Query Type:
Most Active ASes
Mozt Active Prefises
F‘refixes ost Announced

:
C cararmem

| @o O O O |%http:,l’,iweasel.merit.edu:BDSDIcgi-bin,l’query.cgi
>

RouteViews Peer: 66.185.128.1

120163-ATT
4.68.0.243 - Level 3
BE.185128.7 -A0L
144,228 241 81 - Sprint
20851.134.253 - Global X [¥]

Prefis-Eract
Prefis-tore Specific

Query: (AN or ab.cdlen)

Start Dete 2005 |Jan =

oo
End Dt 6 [Jan =7 oo oo
Submit Query |

| Copyrightl’s) Merit Network [ne.

I Copyright(c) University of Maryland

M

Sun Jan 1 00
ri‘;xli il Prefixes with Most OngmnAS Changes, Last 7 Days
Top 20 Prefines:
Hank Prefix Tetal Anncunce Withdrawn Origin A5 Changes

Duratian: 1 E9.26,163.0/24 738 738 a 514
2 217.52.44.0/24 538 535 2 215
3 3.158.0.,0/16 23d 1219 5 115
4 f.4,55,0/24 113 |11 2 60
5 196.201.255.0/24 182 |82 a 41
6 217.173.80.0/20 72 72 1] 28
7 66,156.0.0/16 34 34 1] 27
g 195,155.161.0/24 106 106 1] 27
9 84 .44.65.0/24 69 68 1 23
10 195.154.8.0/21 &3 57 6 23
11 203.20.53.0/24 |55 53 z 2z
12 £5.83.0.0/16 26 26 1] 21
13 68.17.0.0/16 i In 0 21
14 §3.210.99.0/24 45 45 1] 21
15 192.84.122.0/23 68 57 11 21
16 203.145.145.0/24 25 25 1] 21
17 192.222.96.0/22 50 45 5 13
15 204.107.76.0/24 41 40 1 15
19 23.210.34.0/24 39 39 1] 16
z0 §3.210.98.0/24 31 31 1] 16

el /| D&% B 6 | poe ET=




Raw Data Analysis — AS Query

[ BGP:Inspect - Mozilla i BE Maozilla -IDIﬂ
. Bile Edt Yiew Go Bookmarks Tools Window Help . File Edit Wiew Go Bookmarks Tools Window Help
e @ @ Q I% http: jfweasel. merit.edu: 8080/
af Q | % hitp:fweasel merit, edu:A080/cgi-binfquery.cgi | m
) | a Q
|
~ . .
BGP: 'Inspec,t RouteViews Peer: 12.0.1.63:: Autonomous System:03921 =
_ GENERA General Electric Company
Global Sllll].lllﬂl‘j." Qllel'leS: (Please select a RouteViews Peer, Query Type and Time Interval)
RouteViews Peer: Query Type: AS SUMMARY - Peer: 12.0.1.63 - AS03921 %
1201.63-ATT || Mozt Active ASes 2
4.63.0.243 - Level 3 Mot Active Prefives 200 k | : H H H H H [ =
E5.185.128.1 - AOL Prefives Most Announced E [ | =
144.228.241.81 - Sprint Prefixes Most Withdrawn o
208.51.1234.253 - Global % [#] Prefises with Most 45 Changes [¥] a
100 k B
Submit Query
OR
R D Ad 1 R 03/23 0z/24 03/25 03426 03/27 03/28 03429 03430
3 by : 1 lect a RouteVi P T: AST: d th Time B
aw Data Analysis: (Plesse select aRouteViews Peer, Query Type, AS/Prefiy, and the Query Tine @ Total Wumber of ARROURCEMERTS
Quiery Trpe:
€5.185.156 1 Al ot
144.228.241.81 - Sprint RRuerviSummaryjS tatistica|
202.51.134.253 - Global % [ Athribute Yalue
Query Time Range Start Fri Mar 25 00:00:00 2005
Query Time Range End  Thu Mar 31 00:00:00 2005
Total Annauncemerds 85959
Start Date Unique Prefixes 41
End Date Timne to run query 101.700939
. . Prefixes
Copyright{c) Merit Network Inc. e —
Copyright(c) Undversity of Maryland —
Time Prefix | AS Path | Communitie
(= & £ & | oone 165.156,0,0/16 192,104,171,0/24 192,131,156.0/24 192,131 .157.0/24 192.131.,158.0/24
192.131.159.0/24 192,131.160.0/24 192.131.165.0/24 192.131.167.0/24 192 131.1658.0/24
192.131.171.0/24 192.131.172.0/24 192.131.174.0/24 192.131.175.0/24 192 131.177.0/24
Fri Mar 25 192,131.179.0/24 192.131,180.0/24 192.131.162.0/24 192,131.1583.0/24 192,131,184 .0/24 Fo1s
ao:00:06 192,131,185.0/24 192,131.186.0/24 192.131,168.0/24 192,131,189.0/24 192.131.190.0/24 50 F015:200
2005 192.131.191.0/24 192,131.192.0/24 192.131.193.0/24 192.131.194.0/24 192 131.196.0/24 3921
192.131.197.0/24 192.131.198.0/24 192.131.199.0/24 192.131.200.0/24 192 131.201.0/24
192,131.203.0/24 192,131.205.0/24 192.131.206,0/24 192.131.208.0/24 192 131,209.0/24 -

q | D
& &% B |Link not found: "t | |:m:i§ A




Raw Data Analysis — Prefix query

WBGP Inspect - Mo

la

. Fle Edit Yiew Go Bookmarks Tools Window Help

ol I W Mozilla

a 0 @00 O ‘%http:ﬂweasel.mer\t.edu:BDBDJ‘

BGP::Inspect

Global Summary Queries:

Routeviews Peer:

12.01.63-ATT
4680243 - Level 3
66.185.128.1 - AOL
144 228 241 81 - Sprint
208.51.134.253 - Global ¥ [¥]

First DB Upd:
Last DE Upd:

(Plsass select a RouteViews Peer, Query Type and Time Interval)

Gery Type:

Mozt Active ASes
Most Active Prefixes
Prefizes Most Announced
Prefives Most Withdrawn
Prefizes with Most A5 Changes [¥]

Subrmit [ uerny

OR

Raw Data Analysig:

RouteVievws Peer:
12.01.63-ATT

Start Date:
End Date

(Please select a RouteViews Peer, Query Type, A3/ Prefix, and the Query Time Range)

Guery Type:

Submit Querny

_(olx]
‘A File Edit Yiew Go Eookmarks Tools ‘Window Help |
| @o o @ O |% http:/ hweasel. merit. edu:S080/cgi-binfquery .cai I

RouteViews Peer: 144.228.241.81::Prefix:83.210.99.0/24

PREFIX SUMMARY — Peer: 144.228.241.81 - 83.210.99.0/24

20

Duration: 10
Last 7 Days

Last 30 Days °

03/25 03426 03727 03/28 03729 03730
M@ Total Humber of Update Messages M Announce Messages [ withdraw Messages

Query Summary Statistics

Attribute ¥alue
Query Time Range Start  Fri Mar 25 00:00:00 2005
Juery Time Range End Thu Mar 31 00:00:00 2005

Total Update Messages 33

paximurn A% Path Length

Minimurn &5 Path Length 2

Average AS Path Length

Crigin 43 Changes 23
MWgober of Linique ASes 4
Qrgin hSes List

Tirme to run query

Copyright(s) Merit, N etwork Inc
Copyright!c) University of Maryland

Prefix Announcements:

M & & () & pone

== == [ 2 Time Type

AS Path

Communities

A Fri Mar 25 03:57:31 2005 a 1239 2914 17675 23915
Fri Mar 25 03:57:58 2005 a 1239 3356 4716 23918
Fri Mar 25 03:58:24 2005 a 1239 2516 17675 17675 25915 1239:123 1239:1000 1239:1011

1239:321 1239:1000 1239:1006
1239:321 1239:1000 1239:1011

1 Fri Mar 25 09:02:33 2005 1239 286 286 256 31050
Fri Mar 25 16:10:29 2005 1239 29257
Fri Mar 25 22:01:43 2005 a 1239 1299 31050
Fri Mar 25 22:02:12 2005 1239 286 286 266 31050
Eat Mar 26 15:27:57 2005 1239 29257 12391123 1239:5000 1239:5140
Sun Mar 27 02:09:52 2005 1239 2914 17675 23915 1239:321 1239:1000 12539:1011
Sun Mar 27 02:10:20 2005 1239 2516 17675 17675 23916 1239:123 1239:1000 1239:1011
Sun Mar 27 23:34:39 2005 a 1239 29257 1259:123 1239:5000 1259:5140
Mon Mar 25 01:25:45 2005 1239 286 286 256 31050 12391123 1239:5000 1239:5080
Mon Mar 28 04:03:32 2005 1239 29257 1239:123 1239:5000 1239:5140
Mon Mar 28 13:05:17 2005 a 1239 286 286 2864 31050 1259:123 1239:5000 12539:5080
Mon Mar 28 19:29:03 2005 a 1239 2516 17675 17675 23916 1239:123 1239:1000 1239:1011
Tue Mar 29 02:29:48 2005 a 1239 286 286 286 31050

12391123 1239:5000 1239:5080
1239:123 1239:5000 1239:5140
1259:5321 1239:5000 12539:5070
1239:123 1239:5000 1239:5080

Y

12391123 1239:5000 12395080

43TLI0 T30L 2 100044




Case Study 1 — AS9121 Incident

[BE BGPaInspect - Mozilla =10l %]
+ At~09:19UTCoNDeC | 550 0 r=e |
24, 2004, AS9121 3
began re-originating a BGP::Inspect
large number of globally
routed prefixes |

GIOI_) ﬂl Sunmmary Q[lel‘ies: (Flease select a RouteViews Peet, Quety Type and Titme Interval)

Routeviews Feer:
120183 41T
TEa At Levald —T

BE.185.128.1 - AOL
144.228.241.81 - Sprint
208.51.134.253 - Global  [¥]

Duration:

Most Active ASes
M asT Aty
Prefixes Most Announced
Prefixes Most withdrawn
Prefixes with Most &5 Changes [*]

 [Forensics:

— What happened? _ _ _
Raw Data Allﬂlys,‘]s . (Flease select a RouteViews Peer, Query Type, AS/Frefiy, and the Query Time Range)
-_ W h 0 d I d |t? Routelievys Peer: Guery Type:

120163 -ATT - 45 4]

4680243 - Level 3 E Prefix-E wack B E

B6.185.128.1 - A0L Prefis-More Specific
— Could there have been 144.226.201,81 - Sprit

208.51.134.253 - Glabal % [¥] =

some early detection?

Query: (ASN or ab.c.dilen)

— How widespread was |
it’? Start Date 2005  [Jan = h_ww
) End Date 06 [den =I[F o0 fo0

Submit Query | |:

WE@”{}@B Cone ===




Step 1: What...

[ Mozilla
. File Edt Wiew Go EBookmarks Tools ‘Window Help

@Q O @ O ‘% http:ffweasel.merit.edu: 8050/ cqi-binfquery. cqi

|

RouteViews Peer: 12.0.1.63

Most Active ASes, Last 30 Days

Top 20 Most Active ASes:

[ BGP::Inspect - Mozilla
. Fle Edit Wiew Go Eookmarks Tools Window Help

o G ®0@ O |%http:NweaseLmerit.edu:SDBDI

G £5 i Asliame b o Ao Global Summary Q]leries: {Please select a RouteViews Peer, Query Type and Time Interval)
1 21617 MARA Mational Archives and Records Administration 537806 _
X X Route'iews Peer: GCuery Type: Duration:
2 23155 HARRIS-61 Harrisonville Telephone Company 265852 120163217 Moo Artive ASes L1 Dapo
3 7018 ATTW AT&T WorldMet Services 89131 4680243 Level 3 tast Active Prefises Last 7 Daps
3 - : BE18B.128.1 - A0L Prefives Most nnounced Last 30 Days
4 16561 | THETIT-3 The Titan Corporation 63469 144220241 61 - Spen Prefses Host Withchan
5 10968 CARGIL-9 Cargill Incorporated 56425 208.51.134.253 - Global ﬂ Prefives with ozt AS Changes
6 2386 ADCS-1 ATAET Data Communications Services 55540
7 lz06z DECISI-34 Decision One 40757 b
ubmit Query |
g 5416 BATELCO-BH 30638 - =
9 14689 AES-2 A4.G. Edwards & Sons, Inc. 24173
i0 1 DI Dob Netwodktatarmation-Center 22463 Raw Data Analysis:  (Please select a RouteViews Peer, Query Type, AS/Prefix, and the Query Time Range )
( 9121 TTNET TTnet Autonomous System 21598 3
1z 16988 INTERN International Faper 17348
13 27455 GBRI Great Barrier Reef, Inc. 16327 4 BB 0 ZTT - Teve
] BE.165.128.1 - AOL
14 26170 FRIS Flat Rock Internet Service 16128 144,226 241 &1 - Sprint
15 27343 MONSA Monsanto 16113 208.51.134.253 - Global X
15 257380 MFA Mational Futures Association 15112
17 4134 CHINANET-BACKBOME Mo,31,din-rong Street 14518
18 306 DNIC DoD Metwork Information Center 14495
19 18566 CMAD Covad Communications 12475
20 7oz AST0Z MCI EMEA - Commercial IP service provider in Europe 11195 Start Date
End Date
I — m D Sty | A5 v
b & & ) 6 |pme BT D& e O & [ ErcEy




Step 1.5: Hmm...interesting...

B Mozilla

. File Edit Wew Go Bookmarks Tools Window Help

=10l

I

| @ e @ @ [|%http:,i,l’weasel.merit.edu:SDSDIcgi-bin,l’query.cgi
I

RouteViews Peer: 12.0.1.63:: Autonomous System:09121
TTNET TTuet Autonomous System

AS SUMMARY - Peer: 12.0.1.63 - AS09121

20 k

[u]
12/z2

E Total Humber of Anhouncements

12/23

Query Summary Statistics
Attribute
Query Time Range Start Fri Dec 24 00:00:00 2004
Que 1 f

Yalue

20806
o2
2982774

Total anrouncernents
mique Prefizes

Time to run query

Prefizes
Announced:
Prefix
Fri Dec 24
09:20:03  220.240.44.0/22 219,91,128.0/22 218.218.0.0/16 218.214.12.0/22

2004

170.210.,120.0/21 1658.10.162.0/23 166,38,128.0/23 165.69.224.0/20 149.149.0.0/16
147.243.96.0 142.142.0.0/17 141 .141.0.0/16 140,340.0,0/16 129.129.0,0/16 §3.14
L1

4
0 = S ez |

Dec 24

Dec 22, 23

. File Edit Yiew Go Bookmarks Tools Window Help

| Q e @ @ [|%http:,l’,l’weasel‘marit.edu:EDSDIcgifbin,iquery.cgi
1|

RouteViews Peer: 12.0.1.63:: Autonomous System: 09121
TINET TTnet Autonomous System

AS SUMMARY - Peer: 12.0.1.63 — AS09121

RONOUNCEMENTS

4IHILI0 T90L ¢ T00LIYY

Query Summary Statistics
Attribute

Query Time Range Start wed Dec 22 00:00:00 2004
Fri Dec 24 00:00:00 2004

Yalue

Query Time Range End

Durcernents

Npigue Prefizes
Tirne to rUR qoETy

Prefizes Announced:

Time Prefix AS Path
Wed Dec 22 06:35:52 g5 .96.128.0/17 65.96.0.0/17 7018 3356 1273 9121
Wed Dec 22 06:58145 | o o0 0017 7018 1239 1273 9121
2004
Wed Dec 22 06:55:45 T 0181

K1 I—
=& B a2 oo

4 Il




Step 2: Was | affected?/Should |

care?

[ BGPzInspect - Mozilla =10 x| [ Mozilla =10l x]
. Fle Edt Vew Go Bookmarks Tools Window Help ‘ . File Edit View Go Bockmarks Tools Window Help |
G @ @ O |% Rt ffwieasel, merit edu:a0a0] | @ Q @ Q ‘ % http:jjweassl merit. edu:8080/cgi-binfquery.cai |
. Q 4 *Q
b
. - - N ]
RouteViews Peer: 12.0.1.63:: Prefix:35.0.0.0/3
oo Q =
BGP Illbpect PREFIX SUMMARY - Peer: 12.0.1.63 - 35.0.0.0/8 E
20 G
Glﬂbﬂl Sllllllllﬂl‘v' Qlle[‘ies: (Please select a RouteViews Peer, Query Type and Time Interval) :
Route'iews Peer: Query Type: Duration: 1.0 E
120163 -ATT Most Active A5es A |
i 468.0.243 - Level 3 Most Active Prefines |
BE.185.728.1 - A0L Prefies Most Announced 0.0
144.228.241.81 - Sprint Prefives Most Withdrawn 12/24 12/28
208.51.134.253 - Glabal ¥ [¥] Prefives with Mast AS Changes [¥] H Total Number of Update Messages I Announce Messages [ Withdraw Messag
Submit CQuery | =
OR i
3 = Query Summary Statistics
Raw Data A]lﬂl}-’S]S: (Please select a RouteViews Peer, Query Type, ASPrefie, and the Query Time Range) Attribute Value
EFY Type: Query Time Range Start  Fri Dec 24 00:00:00 2004
—-—L—r Ii:i-E»ia-"l GQuery Time Range End  Sat Dec 25 00:00:00 2004
BE185.128 1 - AL Prefieids Total Update Messages 2
144.228.241.81 - Sprint Total
208.51.134.253 - Global X [¥] gialinnounceliiessagesie
Total Withdraw Messages 0
Query: (ASN or abocdien) ilaximmurdf=1EsthiCenathl|3
Minimum AS Path Length | 3
Average AS Path Length | 3.000000
Start Date TFgin AS iChanges 1 |
End Dete Numher of Unigque ASes 2
Qrigin A5es List
l I: Time to run query
¥ |
IWQ@E}@@\DM B I_WB@’E}@EDW =




EMD

E]

EA Ele Edit Y¥iew Go Bookmarks Tools

Step 3: Where...

@Moz la ;Iﬂlﬁl
. File Edit Wew Go Bookmarks Tools Window Help ‘
‘Window  Help
@ O @ Q |%http:Hweasel.marit.edu:SDSD,l’cg\—hin,iquery‘cgi |
% http:ffweasel merit, edu:B080/egi-bin/query. cgi L =

Q.0 0 @l
|21

RouteViews Peer: 4.68.0.243: :Prefix:35.0.0.0/8

PREFIX SUMHARY - Peer: 4.68.0.243 - 35.0.0.0/8

oe

0.0

@ Total Humber of Update M

12/24

W Announce M O withdraw Messages

12728

-
Query Summary Statistics
-
» Attibute

Query Time Range Start

Query Time Range End
Total Update Messages

¥alue
Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004
0

Total Announce Messages 0

Total Withdraw Message

s |0

Maximurn AS Path Length O
Minimum A% Path Length |99

o]

Average AS Path Length

0.000000

pevel 3 - No

RouteViews Peer: 66.185.128.1::Prefix:35.0.0.0/8

PREFIX SUMMARY - Peer: 66.185.128.1 - 35.0.0.0/8

43NIL30 TA0L ¢ 001033

0.0

12724
@ Total Humber of update Messages B AnKOUNCE Messages

12425
@ withdraw Messages

Query Summary Statistics
Atiribute Yalue

Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004

Query Time Range Start
Query Time Range End

Total Update Messages Zz

=0l x|

— Y

D& & 8] &2 [oone

Yuery summary Statistics
Attribute
Query Time Range Start
Query Time Range End
Total Update Messages
Total Announce Messages
Total Withdraw Messages
Maximum &S Path Length
Minimum AS Path Length
Average AS Path Length
O] gleir— s

rumber of Linique ASes
Drigin ASes List

Tirne to Fo

Yalue
Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004

1
1
a
&
3|
3.000000

GLBX - No

I =2 & B @2 [ome

Total Announce Messages 2 3 |
Total wiithdraw Messages 0
Maximurn AS Path Length 3 Z|
Minimum AS Path Length 3 .§
Average AS Path Length  3.000000 é
O = &F & @& oo
- =
B
Quary Summary Statistics
Attribute ¥alue
Query Time Range Start  Fri Dec 24 00:00:00 2004
Guery Time Range End Sat Dec 25 00:00:00 2004
Total Update Messages 4
Total Announce Messages <
Total withdraw Messages 0
Maximurn AS Path Length 3
Minimum A% Path Length 2
Average AS Path Length  2.750000 |
Qrigin A e
— Turiber nf Lnique - =
Sprint - Yes
Tirne to rui
| |
ESERW 0 = 9F B &3 [oene R




Step 4: How widespread...

B Mozill

. File Edit Wew Go Bookmarks Tools Window Help

[ Mozilla i [=] S

. File Edt Wiew Go Bookmarks Tools Window  Help

| @0 Q @ @ ‘%http:,l’,l’weasel.merit.edu:SDBD,l’cgi-bin,l’query.cgi | ‘
[

| @Q Q @ @ |%http:,l',l'weasel.merit.edu:BDBD,I'cgi—hin,l'query.cgi
I3

RouteViews Peer: 4.68.0.243:: Autonomous System:091:

TTNET TTunet Autonomous System

AS SUMMARY - Peer: 4.68.0.243 - AS09121

zZ0 k

10 k

o

1z/22 12/23

E Total Humber of Announcements

Query Summary Statistics

Athibute Value |

Query Time Range Start Fri Dec 24 00:00:00 2004
Query Time Range End  Sat Dec 25 00:00:00 2004

E ouncernents 10645
Unigue Prefixes 3707 Level 3

RouteViews Peer: 66.185.128.1:: Autonomous System:09121
TTNET TTnet Autonomous System

A5 SUMMARY - Peer: 66.185.128.1 - AS09121

43HTLI0 TA0L 4 T00L0YY

12/22 12/23
E Total Humber of Announcements

Query Summary Statistics
Attribute ¥alue |

Query Tirme Range Start Fri Dec 24 00:00:00 2004
Query Time Range End  Sat Dec 25 00:00:00 2004
28413

ttal Announcerrernts

Unique Prefices 12109

AOL

Tirne to ran g

Time to run query Bddaid
Prafines
Announced:
Time Prefiz
Fri Dec 24 216.150.78.0/24 216.229.61.0/24 216.235.54.0/23 216.239.55.0/24
09:20:25 217 .65.152.0/24 217.73.144.,0/20 217.167.126.0/24 217.201.16.0/20
20'04 ' 218.159.69.0/24 218.214 12.0/22 218.250.32.0/19 219.90.128.0/17

219.91.128.0/24 220.220.0.0/15 220.240.44.0/22

i C 4 4 i 4 o

Prefixes
Announced:
Time Prefix A5 Path
203.155.80.0/20 203.202.1.0/24 203.203.0.0/16 203.238.37.0/24
203.254,53.0/24 204,116,154 .0/23 204.157.51.0/24 205,10%9.160.0/13
Fri Dec 24 206.78,128.0/19 206.206.0.0/20 207,111,160.0/20 203.,14.222.0/23
09:20:03 209.,177,96.0/23 210.18,192.0/22 210,50.224.0/19 211.,19.192.0/20 1668 1299
Eva 211.27.200.0/21 212.20,192.0/19 212,52.224.0/19 212 65.144.0/20 9121
4] 11
A | T
| s
3356 1239
9121

il

mg@g(ﬂlDone




Step 4: How widespread...

[ Mozilla
. File Edit Wiew Go Bookmarks Tools Window Help

[E% Mozilla
. File Edt Yew Go Bookmarks Tools Window Help

| Q Q @ @ |%http:,l',l'weasel.merit.edu:BDSDIcgi-bin,l'query.cgi
o

RouteViews Peer: 144.228.241.81:: Autonomous System:09121
TINET TTnet Autonomous System

AS SUMMARY - Peer: 144.228.241.81 - AS0D9121

20 k

10k

o
12422 12423 12424

E Total Humber of Announcements

AIATLI0 T40L ¢ T00LaHY

Query Summary Statistics
Attribute Yalue |

Query Time Range Start Fri Dec 24 00:00:00 2004
Sat Dec 25 00:00:00 2004

Query Time Range End

otal Announcemerts 17238 .
Unique Prefixes 2920 S p rl nt

Tirne to Fo

Prefizes
Announced:
AS
Time Prefix Path
62,216.224.0/21 216,116,172.0/24 216,39,255,0/24 216.221.5.0/24 209.194.19.0/24
209.136.89.0/24 216.229.61.0/24 216.128.85.0/24 216.145.73.0/24 209.249.40.0/24
209.217.5.0/24 209.215.6.0/24 219.91,128.0/24 209.57.232.0/24 216,155.67.0/24
217.65.152.0/24 207.132.75.0/24 206 182.120.0/24 207.71.136.0/24 207.203.4.0/24
K1l Il [»]
D& % ) o3 oo | =

=10l x]

‘| Q e @ Q |%http:,l',l'weasel.merit‘edu:SDSD,I'cgi-binJ'query.cgi |
DN

|«

RouteViews Peer: 208.51.134.253:: Autonomous System:09121 E
TTNET TTuet Autonomous System

AS SUNMARY - Peer: 208.51.134.253 - AS03121

40 k

HIHILI0 0L 2 T00LauY

20k

1]
12/22 12/23 12/24

@ Total Kunber of Announcements

Query Summary Statistics
Attribute ¥alue |

Query Tirne Range Start Fri Dec 24 00:00:00 2004

Guery Time Range End  Sat Dec 25 00:00:00 2004

otal Announcernerts 46296 G L BX

Haique Prefixes 748
Time to run guery 9.554181
Prefizes
Announced:
Time Prefix | AS Path |
Fri Dec 24 Y
09:19:58  194.194.0.0/16
2004 Lot
0121
[4] I T
im| B@a(ﬂ‘mne -




Step 5: How long...

T§ BGP:Inspect - Mozilla

. Flle Edt Wew Go Bookmarks Tools ‘Window Help

=10lx|

G ®QO O ‘%http:,l',l'weasel.ment.edu:SUSU,l'

A

™

First DB Update: T
Last DE Update: 5at D

Global Sllll]lllﬂ.l"," Quel‘ies: (Please select a RouteViews Peet, Query Type and Time Interval)

Route'iewrs Peer:
12.0.1.63-ATT

468.0.243 - Level 3
E6.185128.1 - ADL
144.228.241.81 - Sprint
208.51.134.253 - Global ¥ [*]

Query Type:

Muost Active Prefikes
Prefises Most Announced
Prefises Most Withdrawn
Prefives with Mast 45 Changes [¥]

Submit Queny |

OR

Raw Data Allﬂlysis: (Please select a RouteViews Peer, Query Type, A3/Prefiv, and the Query Time Range)

Routeviewns Peer:
1201.63-4TT a]

Query Type:
Prefir-Exact
Prefis-More §pecific

4680243 - Level 3
£6.185.1281 - AOL
44 81 - Sprint

144, 81 - Sprint
208.51.134. 253 - Global X |x]

Guery: (ASN or & boc.dilen)

ént

Event

|3121
Start Dats | IT
End Date 2004 | Dec =] )28
| Subrmit Querny |:
D & & B & |ome - '/

Time Unique Prefixes
Announced by 9121
as seen by Sprint
07-08 0
08-09 0
09-10 4604 - =
10-11 56 Bt
11-12 804
12-13 56
13-14 196
14-15 159
15-16 34
16-17 92
17-18 54
18-19 172
19-20 4496 Secondary
20-21 229
21-22 15
22-23 0




Case Study 2 —

Incident; On Feb 10,
AS2586, announces
207.75.135.0/24, which
Is part of Merit's CIDR
block 207.72.0.0/14

Trouble ticket filed,

bogus announcement
withdrawn by AS2586
by Feb 10t 19:22hrs

How do we find out
what happened?

Could there have been
automated detection?

What was the impact,
how widespread was it?

Prefix Hijack Incident

[EE BGPz:Inspect - Mozilla =] ]

. File Edit VYiew Go Bookmarks Tools ‘Window Help

- O @00 O |%http:Hweasel.merit.edu:snsw |
=

BGP::Inspect

Global Sunmnary Qlleries: (Pleaze select a RouteViews Peet, Query Type and Time Interval)
Route'views Peer.

12071.63-ATT - Most Active ASe -
4680243 - Level 3 Most Active Prefives
BE.185.128.1 - A0L Prefives Most Announce d
144.228.241.81 - Spint Prefixes Mozt ‘withdraw,
208.51.134.253 - Global ¥ [*] Prefives with Most 45 Changes [*]
Submit Query |
OR

l01Ed ATT

GE.185.128.1 - A0L
144.228.241.81 - Sprint
208.51.134.253 - Global % ]

Copyright(c) Metit Metwotk Ine.
Copyright(c) Undversity of Maryland

m@@g(ﬂ Crong m:dﬂﬁhﬁ




Step 1 — Finding out what happened...

[ Mozilla N [ S B B Mozilla =101 x|
. File Edit Wew Go Bookmarks Tools wWindow Help . File Edit Wew Go Bookmarks Tools Window Help
O O O O | % http:/fweasel merit. edu: 8080 cgi-bin/query. cgi | O O O O | % http:ffweasel.merit edu: 80807 cgi-binjquery.cgi |
4 w0 A~
] 3
/ — Average AS Path Length 4222223 =
RouteViews Peer: 12.0.1.63::Prefix:207.72.0.0/14 . d ‘
Number of Unigue ASes 2
Origin ASes List 237 2586
Tirme to run query 165.154068
Query Summary Statistics
Attribute Yalue
Query Time Range Start Wwed Feb 9 00:00:00 2005
Query Time Range End Fri Feb 11 00:00:00 2005
THer of More Zpecific Prof More Specific Prefix
Jore Specific Prefixes Announcements:
Total Update Messages Time Prefix Type | ASPath | Communities
Tatal Announce Messages 9 141,213.0.0/16 141,211.0.0/16 198.49.118.0/24 198.49,116.0/23 -
. Thu Feb 10 192,245,254 .0/24 192,245,252.0/24 192.,153.193.0/24 192.138.137.0/24 7015 209
Total Withdraw Messages 1 PR T 192,108.191.0/24 164.76.0.0/16 161.57.0.0/16 148.61.0.0/16 a |237 237 |7018:5000
Maximum &S Path Length A _ R 147.124.0.0/16 141.218.0.0/16 141 216.0.0/16 141.215.0.0/16 237 237
_— = 141,210.,0.0/16 207 .72.0.0/14 195,105.0.0/14
Minimurm AS Path Length 3
141,213.0.0/16 141,211.0.0/16 1958.49,118.0/24 1958.49,116.0/23
Average AS Path Lenath 4 3 Thu Feh 10 192,245,254.0/24 192,245,252.0/24 192, 153.193.0/24 192.138.137.0/24 7018 209
T s 10i54.22 2005 | 192.108.191.0/24 164.76.0.0/16 161.57.0.0/16 148.61.0.0/18 a 237237 7018:5000
e - 147,124 .,0.0/16 141 2158.0.0/16 141.216.0.0/16 141.215.0.0/16 237 237
in A%es List 2586 141,210.0.0/16 207.72.0.0/14 198,108.0.0/14
Time to run query 165154065 Thu Feb 10 7018 174 ,
11:05:50 2005 193,108.0.0/14 204 35.0.0/15 207.72.0.0/14 a 237 7015:5000
Thu Feb 10 s 4ne e o o - 7048 174 o
1;’:3 choqos 1981080014 204,38 0.0/15 207 72 0.0/14 a - 70185000
Thu Feb 10 -
. = a 701g:5000
More Specific Prefix 11:48:12 2008 -
Announcements: 9 194 204 ,58.0/24 194,204 61,0/24 207 7 |
Time Prefix Type | A5 Path |Com 194,204 16.0/24 193 .40,48.0/24 193.229.1.0/24 194,204 52.0/24
141.213.0.0/16 141.211.0.0/16 195.49.115.0/24 195.49.116.0/23 Thlu FPTb 10 193.40.149.0/24 194.204.30.0/24 194.204.83.0/24 194,204 58.0/24 8 7018:5000
11:48:20 2005 194,204 61.0/24 194.204,32.0/24 194,204 ,33.0/24 194,204 ,34.0/24
Thu Feb 10 192.245,254,0/24 192,245,252.0/24 192,153,193.0/24 192,138.,137.0/24 7018 209 194.204.12.0/24 194.204.9.0/24 207.75.135,0/24 134,204 2.0/24
10:54:18 2005 192,108.191.0/24 164.76,0.0/16 161.57.0.0/16 145.61.0.0/16 a 237 237 709 2 === = == = 2 2 ==
T 147.124.0.0/16 141.218.0.0/16 141.216.0.0/16 141.215.0.0/16 237 237 194.204.16.0/24 193.40.48.0/24 193.229.1.0/24 194,204 .52.0/24
141.210.0.0/16 207.72.0.0/14 195.1058.0.0/14 Thu Feb 10 193.40,149.0/24 194.204,30.0/24 194.204.8.0/24 194,204 .58.0/24 8 7018:5000
Thu Feb 10 192.245,254,0/24 192,245,252.0/24 192,153.,193.0/24 192,138.,137.0/24 7018 209 2 === = == = 2 2 ==
10:54:22 2005 192,108.191.0/24 164.76,0.0/16 161.57.0.0/16 145.61.0.0/16 a 237 237 709
T 147.124.0.0/16 141,215.0,0/16 141.216.0.0/16 141,215.0.0/16 237 237 Thu Feb 10 207.75.135.0/24 a 7018:5000
141.210.0.0/16 207.72.0.0/14 195.1058.0.0/14 19:22:02 2005 T : !
Thu Feb 10 7015 174
11:05:50 2005 195.108.0.0/14 204,38.0.0/15 207.72.0.0/14 a 237 701
Thu Feb 10
Thu Feb 10 7015 174 S 207.75.135.0/24 a 7015:5000
11:05:58 2005 195.108.0.0/14 204,38.0.0/15 207.72.0.0/14 a 257 701 19:22:07 2005
19340.48.0/24 193.40.149.0/24 193.229.1.0/24 194,204 .2.0/24 7015 - “ a0 Srn o eR 4D
: 3402 20263,
Thu Feb 10 194 204.8.0/24 194.204.9.0/24 194.204.12,0/24 194.204.16.0/24 . 1239 -~ IE“ Fegdljnoc - i;{ = : e woo- - e
11:45:12 2005 194 504 .30.0/74 194704 55 N/74 194 504 33 .0/74 194,704 .54 /74 I i i B e : e =
[ [ [»] [ [ I T
0 & % B &3 ome S | 0D e B3 @ o EEEEITE




Step 2 — Who, why...

W BGPzInspect - Mozilla

. Fle Edt Miem Go Bookmarks Took ‘Window Help

o @ @°® O |%http:,l',l'weasel.mer\t.edu:BUBU,I'

g [m

[ Mozilla

. File Edt Wew Go Bookmarks Tools Window Help

|
| ©0 Q @ O |%http:,l’,l’weasel.merit.edu:BDSchg\-b\anuery.cgi
o

i |
RouteViews Peer: 12.0.1.63:: Autonomous System:02586 B
oo ~
BGP::Inspect
AS SUMMARY — Peer: 12.0.1.63 - W{N g
. / \ :
Global Summary QIIEI‘IESI (Plzase select 2 RowteViews Peet, Quety Type and Time Interval) (=01 I/ \\ z
Routeiiews Peer: Query Type: Duration: 40 [ \ §
1201.63-ATT Most Active ASes - s
4.68.0.243 - Level 3 Mozt Active Prefizes 20
BE.185.1287 - A0L Prefises Most Announced / 0
144.228.241.81 - Sprint Prefises Most Withdrawn A Iy = =
208.51.134.753 - Glabal X [¥] Prefites with Most A5 Changes [ ] oe/os 205 o207 o0e o Bl /2’ wo B
[ Total Kumber of Announcements
Submit Query | \\/
Query Summary Statistics
ey Attribute Yalue
Raw Data Analysis:  (Please select a RouteViews Peet, Query Type, AS/Prefor, and the Query Time Range ) SELAL Wb [ Feb 7 00:00:00 2005
- Query Time Range End  Sun Feb 13 00:00:00 2005
Total Announcements 77
TR Unique Prefixes 15
BE1851281 - AOL Time to run query 0.104736 W
144.228.241.81 - Sprint
206.51.134.253 - Global % [*]
Prefizes
SerLASH or & b.c dien) Announced:
@ Time Prefiz A5 Path | Com
Wed Feb @ 7018 3356
01:29:33 194,204.0,0/19 194.204.,0.0/18 1273 3336 701
Ctart Date 2005 2586
Wwed Feb 9 7013 3356
Sl 01:29:37 194,204.0,0/19 194.204.,0.0/18 1273 3336 701
2005 2586
wed Feb 9 7018 1239
01:30:03 194,204.0,0/19 194.204.,0.0/18 3336 3336 70
2005 2586
| Copyright(c) Merit Hetwork Ine. Wed Feb 9 y ; 7018 3356 |
| : ; ; 01:33:23 194.204.0.0/19 194.204.0.0/15 1273 3336 701w
Coy ) University of Maryland el
ptight(c) ¥ of Mary! T - I Dl
D& & B & pme = S8 B o e S == e




Step 3 — where...

[EE Mozilla ;|g|5|_

. File Edit Yiew Go Bookmarks Tools “Window Help |

. File Edit Yew Go Bookmarks Took ‘Window Help
) | S hitp:/ pweasel merit, edu: 8080/ cgi-bin/query.cgi | m]
5 http:/fweasel.merit, edu;3050/cgi-bin/query.cgi —|
Q000 :
[

28 241 81 Breli

RouteViews Peer: 1.68.0.243: Prefix:207.72.0.0/1D Level 3 =

Routevie

Sprint

Query Summary Statistics Query Summary Statistics
Attribute Yalue Attribute Yalue
| Query Time Range Start Wed Feb 9 00:00:00 2005 Query Time Range Start wed Feb 9 00:00:00 2005
| y "
! puenaTimElEnaglEn: Fri Feb 11 00:00:00 2005 Query Time Range End Fri Feb 11 00:00:00 2005
MNumber of Mare Specific Prefixes 3
Mumber of More Specific Prefizes 2
More Specific Prefixes 207.75.204.0/23 207.72.0.0/14 207.75.135.0/24 - .
Total Update Messagss . Maore Specific Prefixes 207.72.0.0/14 207.75.135.0/24
Total Announce Messages 5 Total Update Messages ]
Total Withdraw Messages 1 Total Announce Messages 5|
Maximum AS Path Length e Total Withdraw Messages 1
finimumpa iR athife nat 3 Maximurn &5 Path Length 5] =
Average AS Path Length 4.200000 "
- Minimum AS Path Length 3
14716 23D Average AS Path 4

Time to run query 76.642575 Mumber of Unique ASes 2

ari

in ASes List 237 2586

B Mozilla Time to run guery 70439163

~ Bt Yo Go dooknaric ook Wndow b Fre JEIE

. Ele Edt wiew Go Bookmarks Tools Window Help \
) ‘ U http:ffweasel.merit. edu:B080fcgi-binfquery.cqi I
= @ O @ O S httpfweasel.merit. edu;8080jcgi-binfauery.cal .
13 s (w) ‘ | M_ﬂ?
e

RouteViews Peer: 66 185 128 1::Prefin:207 72

L

Query Summary

Query Summary Statistics Al =
Attribute Yalue Attibute Yalue
Query Time Range Start Wed Feb 9 00:00:00 2005 gt”:r;!‘ Time Range g Feb 9 00:00:00 2008
Query Tirme Range End Fri Feb 11 00:00:00 2005 Query Time Range  rri Fop 11 0010000 2006 |
Wumber of More Specific Prefixes 3 end
- - Hurnber of Mare 2
More Specific Prefixes 207.75.224.0/24 207.72.0.0/14 207.75.135.0/24 Spedific Prefixes
207.72.0.0/14 207.72.44.0/24 207.72.45.0/24 207.73.116.0/22 207.73.120 0/21 207,74.92.0/24 207,
otalllpdste]tisssagss = More Specific Prefixes 5,2 20'aq 023 207.75.122 0724 207,75 135.0/24 207 75 204.0,23 2017 75 254 0,24
Total Announce Messages 14 Total Update -
Total withdraw Messages 1 Messages
Total Announce =
Maximum AS Path Length ] Messages
Minirnumn AS Path Length 3 frotsiiiithdias, 1
Messages
Average AS Path Length 4.000000 Maximum AS Path R
Length
Minimum AS Path 5
Length
Time to run query 85.714783 Average AS Path 4.421052
Length
Number of L

qin ASes List

Tirne to run oo




Conclusions and Future Work

There is a need to build efficient tools that help extract useful information
from large BGP datasets

BGP::Inspect is currently available to the network operator and research
communities and feedback is appreciated

Aside from BGP::Inspect we have presented some basic techniques such
as chunked-compressed files, B+ Tree indexing, data redundancy
elimination, and caching that can be applied by other data mining tools to
help analyze other large datasets as well.

The goal is not just to provide access to the data, but to try to provider
useful data summaries as well, that can help researchers and network
operators quickly identify potentially “interesting” events. Top20 lists are a
good way to bring potentially interesting things to the attention of people.

Tools need to be useful before they can be used, and in order to be useful,
feedback from potential users is critical.

BGP data analysis need not be hard/painful/tedious, that's what tools are
for!
Where do we go from here, so we have basic capabilities what about:

— Automated anomaly detection, notification, same tool?, different tool?

— More scalability,? What are the limits?

— What are more useful queries? What book-keeping do we need to track those?



